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Cryptoloc Vault is a high security cloud 
based EDMS (Electronic Document Man-
agement System) designed for enterprise 
clients, that need to protect their business 
files and data from cyber-attacks, disaster, 
theft or loss. It is a fully customised and tai-
lored solution built around your exact re
quirements. It automatically encrypts your 
documents using our patented multi-lay-
ered encryption technology. It integrates 
with your other software and active directo-
ry. It allows you to fully trace and record 
every action, whilst leaving a full audit trail 
and forensic footprint for each file, meaning 
you know exactly who has accessed or 
modified a file or folder.  

It offers the best protection against ransom-
ware and hacking attacks and is virtually im-
possible for a hacker to obtain any usable 
data. Cryptoloc Vault is a fully hosted ser-
vice meaning there are no hardware pur-
chase costs involved and because it’s 
based in the cloud, you choose which 
country you want to store your data in. 

Cryptoloc Vault is a highly tailored solu-
tion for enterprise clients.  Small and 
medium clients may benefit from using 
our cloud file hosting service, YDF, 
which is available on a monthly sub-
scription basis.

Cryptoloc Vault gives you a place to store your business files 
securely, without having to worry about cyber-attacks, theft 
or loss. It’s designed around your needs and integrates 
with your other software. 

The World’s Most Secure, 
Fully Customised EDMS

3



4



Cybersecurity represents a new risk to 
every business in the world. Recent attacks 
on high profile companies have echoed the 
importance of attack readiness, across the 
world, with many large enterprises falling 
victim to ransomware attacks. Ransomware 
attacks are where hackers successfully 
gaingain entry into a network, encrypt the files 
within that network and then hold the com-
pany to ransom. In 2020, currency ex-
change firm Travelex suffered a ransom-
ware attack which contributed significantly 
to the collapse of the company a short time 
later, according to the company’s adminis
trators.  

Many businesses suffer from costly fines in 
addition to damage to their business and 
reputation as a result of a cyber-attack. 
Cryptoloc Vault protects your enterprise 
from attack by encrypting your files at 
source. It then stores your files in a secure 
location and records every single move-
ment,ment, modification or update to a file. Even if 
hackers were to gain access to your net-
work it would be impossible for them to steal 
your files, obtain any usable data or encrypt 
your files. Cryptoloc Vault offers the best in 
class for both security and usability. It is 
fully customised and designed to be inte
grated with your other software packages. 

Cryptoloc Vault offers you full protection against data loss,
theft and ransomware. It integrates with your other software,
encrypts documents and stores them securely in a place
where only you can get to them.

Encrypt, Store and Manage
Your Documents In The Cloud
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Cryptoloc Vault is your vault, which means 
you have full control over everything right 
from the design phase, through to imple-
mentation and ongoing support. Vault can 
be integrated with your other software pack-
ages and even your active directory, mean-
ing you can synchronise employee access 
rights with your system settings. If you prefer 
a self-sufficient solution Vault can operate 
through a custom web portal that looks and 
behaves how you want it to, with your logo, 
branding and custom layout.  

You can even add custom functionality 
such as custom search forms and parame-
ters, meta data, database functionality and 
more. Cryptoloc Vault is powered by AWS, 
meaning you can choose where you want 
your data stored, putting you in full control of 
which data and privacy laws you want to 
follow.follow. Right from the start our team of solu-
tions architects will listen to your exact re-
quirements and design a custom solution 
around you. We’ll even support you during 
and after the implementation period.

Cryptoloc Vault is designed to meet your exact requirements.
You decide how you want it to work, you decide how you
want it to interact with your business and you decided how 
you want it to look. 

A Safe Place Designed To Work 
Exactly How You Need It To 
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